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Why Kaspersky? 

 

For more than 20 years, Kaspersky’s cybersecurity expertise – including threat intelligence, incident response, 

threat detection, malware research, and reverse engineering and digital forensics – has been continuously evolving 

and advancing. Today, Kaspersky has a comprehensive portfolio of cybersecurity services and solutions, and our 

MSP partners benefit from this wealth of experience. 

Kaspersky’s security portfolio for MSPs was designed specifically to meet MSP partners’ needs, helping them to: 

 Drive monetization by providing advanced security services to their customers 

 Increase sales revenues and attract new customers, start-up and run business quickly and easily  

 Avoid additional hardware and software investments as well as additional administrative overheads or 

resources 

 Effectively combat modern complex threats 

 Differentiate themselves from their competitors by providing unique customer-tailored services and 

intelligence. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

  

Kaspersky Cybersecurity Portfolio for MSPs 

 

Kaspersky’s portfolio for MSPs includes flexible, powerful tools to secure, monitor and manage customer 

infrastructure – all from a single, easy-to-manage console. From physical and mobile infrastructures to virtualized 

environments, Kaspersky’s security portfolio can be delivered on-premise or from the cloud.  

 

 

[Layer 1] MSP Security Foundation 

The foundation and core of the MSP offering is Kaspersky Endpoint Security. Kaspersky Endpoint Security 

provides powerful protection from known, unknown and advanced threats. Cloud-assisted protection with real-time 

threat intelligence combines with automatic exploit prevention, machine learning, powerful web, application and 

device controls and industry leading anti-malware to deliver multi-layered defense against the most sophisticated 

threats. Default security policies developed by Kaspersky experts provide immediate protection while the 

centralized console provides flexible, simple administration capabilities. 

 

Kaspersky’s MSP partners leverage a wide variety of cybersecurity services based on a single product, single 

console, and single license:  

 Next-generation malware protection 

 Ransomware protection and remediation 

 Vulnerability scanning and patch management 

 Encryption management 

 Endpoint hardening and control 

 Application control and whitelisting  

 Mobile Device Management 

 



 
 

 

  

 

To automate day-to-day operations for MSPs, Kaspersky provides integration with Remote Monitoring and 

Management (RMM) and Professional Systems Automation (PSA) platforms such as SolarWinds, ConnectWise, 

and Autotask.  

 

 

[Layer 2] MSP Optimum Security 

In 2020, Kaspersky has introduced new products specifically for MSPs that lack security expertise. Kaspersky 

Sandbox and EDR Optimum are designed to help MSPs extend their security offering with incident response 

services, without additional resources.  

Kaspersky Sandbox is a vital addition to Kaspersky Endpoint Security that automatically blocks complex threats 

without the need for additional resources. It’s based on dynamic threat emulation (sandbox) technology. This 

approach ensures rapid processing of suspicious objects, reduces the load, and improves the speed and efficiency 

of the response to threats. 



 
 

 

  

Kaspersky EDR Optimum adds enhanced visibility, root cause analysis capacity and automated response to a 

strong existing EPP, utilizing the same agent. EDR Optimum is designed to be as simple as possible to operate.  

 

 

Kaspersky also helps MSPs with upsell and cross-sell capabilities to extend their security offering with a layered 

approach, which includes protection of internet access, public and private cloud workloads, and Kaspersky 

Automated Security Awareness Platform (ASAP).  

In addition, Kaspersky premium support for MSPs is aimed at providing MSPs with enhanced, high-priority 

technical support.  

 

[Layer 3] MSSP Expert Security 

Kaspersky also provides a set of integrated solutions for mature MSPs to help them build advanced cybersecurity 

services and respond to the most sophisticated incidents, including Advanced Persistent Threats (APTs), and 

achieve their goals cost-effectively. 

The foundation of this offering is based on Kaspersky Anti Targeted Attack Platform (KATA) and Kaspersky 

Endpoint Detection and Response (EDR) Expert.  

 



 
 

 

  

KATA provides advanced threat and targeted attack detection across all layers of a targeted attack, from initial 

infection, command and control communications, to lateral movements and data exfiltration. It combines network 

and endpoint data, sandbox and intelligent analysis to correlate incidents, search for Indicators of Compromise and 

help uncover the most complex targeted attacks.  

As the next vital component, EDR Expert allows companies to speed up incident response processes and improve 

the quality of their cybersecurity incidents investigation.  

 

 

By combining multi-layered detection from KATA and rapid reactions in KEDR with Cybersecurity Intelligence 

Services, MSSPs can provide MDR services based on a unified solution with centralized administration, helping to 

automate and facilitate the advanced threat management cycle. 

Kaspersky Threat Intelligence services helps MSPs to predict adversaries’ techniques and tactics, and be prepared 

before an attack take place. The Kaspersky Threat Intelligence Portal delivers all the knowledge acquired by 

Kaspersky about cyber threats and their relationships, brought together into a single, powerful web service. 

 

 

These advanced Kaspersky security products, in combination with Threat Intelligence services, help MSPs to build 

advanced security offering such as 24x7 security monitoring, proactive threat hunting, malware research, and 

managed detection and response.  



 
 

 

  

Flexible Licensing 

 

Kaspersky also help MSPs to simplify license management and pay-as-you-go billing plans, enabling more 

flexibility for partners when providing services to their customers.  

 

In January 2020, Kaspersky unveiled a new License Management Portal (LMP) for MSPs and resellers, designed 

to streamline the process of license ordering, management and reporting. Partners can generate a trial license for 

any Kaspersky product, and increase or decrease the license quantity to suit their unique needs, while only paying 

for the actual number of nodes they use each day of the month. 

 

 

Flexible monthly and annual subscription licensing, volume discounts and comprehensive reporting are rounded off 

by world-class support, including sales and technical training, that helps Kaspersky’s partners to position 

themselves as strategic security partners to their clients.  

 

 

 

 

 

 

Conclusion 

 

Kaspersky always aims to provide the best products and service to our channel partners, and we know it’s 

important that our offerings are evaluated independently to see how we are perceived by the market leaders. We 

believe that this kind of recognition not only helps our partners and customer to make better decisions – it also 

ensures that we keep working hard to set the highest standards.     

 

  



 
 

 

  

 

  

 

 

“Cybersecurity is probably the most important aspect for our customers at the moment. The most 

important thing for us in a security partner is reputation and quality of product. And in Kaspersky we 

found both”. 

Mark Allbutt, Technical Service Director, Probrand 

 

 

 

https://go.kaspersky.com/rs/802-IJN-240/images/MSP_VIDEO_OB.mp4 

Oleg Bivol, President Watsoft Distributor, France 

 

 

 “Being a trusted service provider for many customers can be tough without automation. We do make full 

use of both SolarWinds RMM and Kaspersky security to provide the best service. This really helps us 

save technicians’ time to have them integrated and act like a unified solution without any additional 

development on our side.” 

Paul Colwell, Technical Director, OGL, UK 

https://www.kaspersky.com/about/press-releases/2020_kaspersky-integrates-with-solarwinds-to-help-

msps 

 

 

“Kaspersky's extensive product portfolio enables us to protect our customers — from SMEs to 

enterprises — against cybercrime. The personal and direct contact we have with the Kaspersky team 

helps us to quickly answer customer inquiries. That is why we highly value our cooperation with 

Kaspersky, especially for the long-term,”  

Christian Boertje, General Director, DGDO. 
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